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Enable Regulatory Compliance
by monitoring actual user behavior and data access versus policy
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Regulatory Compliance: Today’s Business Challenge

Regulatory compliance is a business issue. From the boardroom to information technology
departments, rules and regulations are placing ever-increasing demands on companies of all
sizes. In the middle are IT security managers and auditors who are faced with the overwhelming
task of understanding the regulations and implementing a wide array of compliance measures.

While no one solution enables a company to check all of the boxes related to a particular
regulation’s requirements, Consuls InSight™ Security Manager offers the most complete
Security Event Management and Audit solution for regulatory compliance available on the
market today. Why? Because Consul InSight™ looks at user behavior and data access to
determine what did happen versus your security policy.

How Consul InSight™ Security Manager Enables Regulatory Compliance

BREEZE Through Regulatory Audits: IMPROVE Overall Security Integrity:
Consul InSight™ Security Manager covers Regulations were not designed to simply
: your entire enterprise and ensures you have: create work. Compliance genuinely
Consul risk management, Inc . - decreases the chances that breaches will
Suite 250 * Implemented measurable security policies o )
. ’ occur and limits exposure if they do. Consul
» Categorized your IT assets severity

2121 Cooperative Way i
Herndon, VA 20171 according to regulatory relevance

USA = Collected and archived crucial log files

InSight™ Security Manager decreases the
chances of breaches by:

* Analyzed security data for policy * Monitoring security devices
Tel: 1800.258.5077 compliance = Monitoring hosts, applications
Tel: 703.547.3577 = Enabled proactive incident investigation and databases
Fax: 703.547.3587 < Monitoring ALL user behavior
LOWER Security Compliance Costs: « Generating and enforcing security polices
Consul InSight™ Security Manager decreases
Consul risk management compliance costs by:
Marshalllaan 2
2625 GZ Delft = Increasing staff productivity by eliminating
The Netherlands the need for platform technical expertise
» Lowering audit preparation and clean-up
Tel: +31 15 251 3333 costs
Fax: +31 15 262 8070 = Increasing brand equity by increasing
regulatory trust

info@consul.com « Reducing the chances of costly breaches
www.consul.com

www.consul.com think ahead think consul



Consul InSight™Security Manager

Consul InSight™ Security Manager for Regulatory Compliance

HOW does it work:

Compliance with regulations is a complex process and each regulation requires careful interpretation and study to
understand and implement. However, nearly all regulations mandate protection of crucial customer, employee and
financial information. For implementing IT security policies and monitoring such crucial data, Consul InSight™ has
simplified regulatory compliance.

Consul has designed its solution so that it enables regulatory compliance and reporting through a 6-step process:

Consul InSight™: Enabling Regulatory Compliance in 6-Steps
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Turn on Alerting Implement Policies Establish Audit Trails Generate Regulatory Complete Full Begin Forensic
and Logging Relevant Reports Archiving Investigations
if Needed

Whether real-time or batch, security logs and alerts, from firewalls, hosts, applications, databases and other devices
are the foundation for proper regulatory compliance and reporting. Consul InSight™ leverages this data to enable
regulatory compliant monitoring of relevant information through six steps

1. Consul InSight™ Security Manager easily leads you through the configuration of
audit settings to allow for the proper generation of information needed for Security
Event management.
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2. Consul InSight™ Security Manager quickly develops company specific security
policies for each platform.

3. Consul InSight™ Security Manager establishes an audit trail of all network activity.

4. Consul InSight™ Security Manager generates regulatory specific reports to
demonstrate compliance.

5. Consul InSight™ Security Manager enables compliance with the archiving demands
of many regulations like GLBA, HIPAA and others.

6. Consul InSight™ Security Manager, simplifies forensic investigation by storage of
original files, and cross-platform, drill-down investigative capabilities.
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